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About This Book 1

SysFreezer Console User Manual covers SysFreezer Console installation and its functions. It does
not include information on SysFreezer Client.

Intended Audience

This book is intended for anyone who needs to install SysFreezer Console and setup SysFreezer
Console platform.

The information in this book is written for experienced Windows system administrators who are
familiar with Server technology and network environment operations.

Document Feedback

We welcome your suggestion for improving our documents. If you have comments, send your
feedback to support@sysfreezer.com. Please note that the screenshots in this document might
slightly differ from the actual screens of the current version of SysFreezer — e.g. the software
name displayed as SysReturn.

Technical Support and Education Resources

To submit technical support requests, send your request to either your local reseller or
support@sysfreezer.com.
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SYSFREEZER 6.0 - INTRODUCTION

. Reduce Desktop Side (Client PC) Visits
. Stop Escalating IT Support Costs

. Increase Desktop PC Uptime

. Green Technology (Save Energy)

THE PROACTIVE FORM OF IT MANAGEMENT WITH THE EXCLUSIVE
SYSFREEZER 6.0 TECHNOLOGY

The SysFreezer 6.0 is an automated, policy-driven solution that provides IT departments with a
proactive method of IT management. The SysFreezer 6.0 solution offers an economical way to
maintain a large number of PCs with a geographically diverse locale and user base. Whenever a
PC boots, SysFreezer can automatically restore the operating environment, so that the desktop
will perform reliably and efficiently. With the SysFreezer solution the PC operates in a pristine
condition day after day without the loss of any data.

SysFreezer provides a dramatic contrast to the traditional reactive solution mode of IT
management (i.e. fixing a PC after a disaster occurs). Under today’s conditions, for an IT
department to use a reactive solution form of management is costly and inefficient.

The question:
Why is the reactive solution mode so bad?
The answer:

First, IT departments face a daunting increase in the numbers of computers, devices and
applications they must support. Virtually every employee now has a PC at his/her desk, or at
least has access to a PC that is connected to an institution’s network. In addition, almost every
institution supports laptops for out-of-office productivity. Also, quite recently, IT departments
are increasingly finding themselves supporting PDAS, cell-phones, MP3 players and various other
devices.

Second, with the proliferation of various devices and the capability of wired and wireless network
connectivity, it becomes more difficult for IT departments to give proper support to computers
and maintain control over them. Users download applications and apply other adjustments to
personalize desktops and devices. Along with these downloads, unwanted applications with
malicious intent creep into the network. These unwanted download extras are becoming
increasingly sophisticated and sly in regards to their proliferation and avoidance of detection can
create overall harm to the PC and institutional network.
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Therefore, for an IT department to function competently under potentially vulnerable conditions,
using the old reactive solution mode requires a gigantic budget to fund an enormous staff of
highly trained and dedicated technicians. The total cost of a large IT staff, downtime for each PC
and device to go through scheduled and unscheduled maintenance, as well as loss of the
employee’s productivity adds up to an unimaginable sum of money, beyond the scope of most
institutions. The SysFreezer proactive solution compensates for the lack of a large staff of well
trained technicians, and puts control back into the hands of IT professionals regardless of staff
size and the physical location of the computers. The proactive approach which the SysFreezer
solution provides compensates for a lack of manpower and resources.
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Another aspect of the SysFreezer proactive solution is the elimination of performance degradation
caused by unauthorized downloads, configuration changes and other issues. The “Configuration
Creep” that drains a PC’s reliability, compromises infrastructure integrity and generates costly
support calls is completely absent when the SysFreezer solution is installed. Through a unique
system of centralized management, IT professionals are able to rid computers of the “Creep” and
have the computers running at peak efficiency.

With all the evidence presented, it is clear that a proactive solution is the only way for an IT
department to run properly so that the client’s high expectation of service can be met. With the
SysFreezer solution, things of the past include: a help desk with a large technical staff, the high
costs of maintaining equipment and applications and a hands-on reactive management style. With
SysFreezer you receive an automated, centralized, proactive transformation at an economic cost.
SysFreezer allows the user to create and develop a centralized instant remote client management
solution that automatically eliminate common support issues and improve end-user end
satisfaction.  SysFreezer is the future of scalable IT management, all the while remaining cost
effective and proactive.

HIGHLIGHTS of SYSFREEZER PLATFORM

e INSTANT REMOTE CLIENT RECOVERY SOLUTION
SysFreezer provides instant recovery technology that restores any remote desktop
glitches almost instantly (in less than one minute) without losing files or data.

e FLEXIBLE POLICY-DRIVEN SOLUTION
SysFreezer defines and enforces recovery and protection configuration policy at the
enterprise, group and user level. At the same time, it accommodates all of the users
varying computer needs. The recovery and protection policy can be amended and
modified easily and efficiently.

e CENTRALIZED INSTANT REMOTE CLIENT MANAGEMENT SOLUTION
SysFreezer provides an instantaneous centralized management solution from an off-site
locale reducing the need to make desktop-visits for troubleshooting problems.

e CENTRALIZED ASSET MANAGEMENT SOLUTION
SysFreezer provides a centralized asset management solution which IT administrator will
be able to generate report providing detail information regarding thousands of PC
workstations. The report will cover hardware, software and statistic information of
software.
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e DO MORE FOR LESS
SysFreezer provides functionality from any assigned computer console offering IT
administrators a variety of tools and decreasing time required for support calls.

e TASK AND EVENT SCHEDULING
SysFreezer permits the establishment of centralized event and task scheduling. Automatic
rebooting, Automatic saving hard disk contents or recovering to a selected restore point,
Windows updating and a wide array of other activities are all accomplished from a
central location.

e ESTABLISHING A PROACTIVE SOLUTION MANAGEMENT STYLE
SysFreezer allows an organization to create and establish a proactive style of IT
management without new devices or hardware. In addition, it greatly increases return of
investment on hardware, desktop uptime, productivity and efficiency.

e OPTIMIZTION OF A FILE BACKUP SOLUTION
SysFreezer offers an easy and flexible solution for an organization to establish an
automated file backup solution, so that important files, documents and data (from a
remote desktop client) can be safeguarded from corruption.

e VALUE ADDED TO “VIRTUALIZATION DESKTOP INFRASTRUCTURE” - VDI
PLATFORM AND ENVIORNMENT
SysFreezer can run and complement VMWare’s “Virtualization Desktop Infrastructure” -
VDI platform and environment and still provide an instant recovery solution for any
organization that implements “virtualization” technology. SysFreezer is the perfect
complement for the “Virtualization Desktop Infrastructure” (VDI) solution.

SYSFREEZER - ARCHITECTURAL TOPICAL OVERVIEW

SysFreezer offers a client/server proactive style of management that has policy-driven solutions
for IT professionals. Its unique support and instant recovery solution works across WAN/LAN
environments. The client version of SysFreezer can be installed on new PCs, or migrated to
existing PCs. The question arises, after reading all of these aspects of SysFreezer, “How does the
product achieve its goals?” In order to understand this, certain “architectural” issues must be
addressed.

All of SysFreezers features are based on the following architectural components:

. A Hidden Partition (Virtual Space for instant recovery)

. The SysFreezer Client

. Instant Recovery

. Instant Back-up (Save)

. Server Console (for the solution of centralized management)

These architectural components allow SysFreezer to function with ease and to the satisfaction of
the IT professional.



e

Once a PC is migrated over to SysFreezer, a new virtual space is automatically created on the
client’s hard disk. This virtual space does not disturb the existing OS partition or any pre-existing
OEM diagnostics partition. The new virtual space is referred to simply as the SysFreezer
“Hidden” partition; it is the necessary information that permits SysFreezer to perform the solution
of “instant recovery.” The partition is also the key to SysFreezer’s maintenance of the pristine
desktop condition of the PC. The “Hidden” partition is completely protected as long as the hard
drive is physically safe and functioning. In the Windows OS the “Hidden” partition is
inaccessible; therefore, it is secure from both maliciousness activity and ignorance. With a dual
partitioned hard drive, both personal data and applications are safeguarded against the threats of:
OS corruption, user error, viruses, adware, spyware, etc. The patent protected technology of the
“instant recovery solution” is the guarantee against all the previously listed harmful items that
prevent computers from working at optimal level. The partition structure also allows any
personal files and data to be stored and protected against corruption, as well as be available to the
client during the “instant recovery” function.

SysFreezer 6.0 Console

In addition to protecting personal data, SysFreezer protects the stability of the PC by protecting
its major components. OS and application directories (with accompanying files), Windows user
profiles, user data and registry data are all protected in the SysFreezer “Hidden” partition. The
OS, application directories and registry are all captured on the “Hidden” partition during the
initial SysFreezer installation process. Also, any changes and modifications that impact the
remote PC’s configuration, after installation, will be immediately captured and saved on the
“Hidden” partition for future recovery use. After installation, the “Hidden” partition can be
remotely controlled via the Client/Server Console. This Server Console allows for automated
recovery procedures and is a policy-driven solution.

SUPPORT and RESTORE OPERATIONS

With every boot cycle that occurs on the PC desktop an instant restore and save process can be
implemented based on the parameters of the IT department. When SysFreezer performs the
restore process on a client PC, all corrupted OS data, virus infected data, harmed folders and the
OS registry are wiped clean and once again restored to a pristine condition. This fool-proof
restoration process, when contrasted with other comparable products, proves that SysFreezer has
the fastest restoration speed (in less than one minute). Methodology and use of technology also
differentiate SysFreezer’s form of support and restorative measures from other products.
Everything about SysFreezer, from installation to procedural process is made with the IT
professional in mind; it is simple and easy to use. For an institution to fully utilize SysFreezer, a
small amount of input from the IT department is needed before software installation because the
personalization features of the SysFreezer solution are identified to fit individual organization’s
desires.

SYSFREEZER CLIENT

SysFreezer Client provides:

. Client/Server Communication and Synchronization
. Instant Recovery and Save Functions for the Remote Desktop PC
. Ability to Run and Execute Batch and VB Scripts on a Scheduled Basis
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. Ability to Execute Scheduled Events and Tasks Assigned by the SysFreezer
Client/Server Console

. Ability to Upload and Download Files and Data Folders

. Ability to Perform Recovery and Protection of Remote PC Based Policy-Driven
Solutions

The SysFreezer Client is for the PC of the non-IT professional. SysFreezer Client communicates
with the SysFreezer Server Client/Server Console to perform various tasks. Restoration, back-up
and scheduling events are all tasks that are based upon the communication between the
SysFreezer Server and the Client. SysFreezer Client can be installed on a PC via a login script,
re-imaging process or third party tools (e.g. VNC). The SysFreezer Client will automatically
report using the assigned static IP address, to the proper SysFreezer Server Console.

As the PC works, the SysFreezer Client quietly performs protection and recovery functions
without affecting the user. Every time a PC with SysFreezer Client is booted, it automatically
synchronizes with the SysFreezer Client/Server Console. In this way an IT department never
loses control, even if the LAN/WAN are down or offline. Once the network is up the Client
immediately regains communication with the Client/Server and again SysFreezer is fully
operational. In addition, all communications between Clients and Client/Server Console are
compressed for maximum efficiency and minimal traffic impact on the network. To further
reduce network traffic, all recovery and protection functions, directed by the Client/Server, are
performed locally using the data located in the “Hidden” partition.

SysFreezer Client can also be installed on laptops as a stand-alone program without connecting to

a Client/Server Console. As a stand alone SysFreezer Client still offers the same instant recovery
and protection functions.

OFFLINE RECOVERY AND PROTECTION

Whenever a remote desktop, or laptop, is not connected to the SysFreezer Server Console, it is
referred to as being in an offline mode. Even in the offline mode, the PC is fully protected and is
capable of instant recovery. When a Client is offline it boots locally from the “Hidden” partition.
Once the remote Client is reconnected to the Server, via the network, the Client performs in
conjunction with the centrally located Client/Server Console.

A FEW MORE POINTS REGARDING SYSFREEZER “HIDDEN” PARTITION

SysFreezer’s “Hidden” partition contains integral parts of the OS along with other pertinent data
“invisible” to the user. It is working behind the scenes in compressed format. For maximum
computer efficiency the “Hidden “partition is placed at the very “end” of the hard drive (after an
OEM diagnostics partition and the OS partition).

With the installation of SysFreezer Client, the OEM diagnostic partition will not be disabled and
the OS boot partition will be relocated within the “Hidden” partition. By using this technological
method, clients are migrated without disruption to the existing OS, applications and user data
configuration. Another benefit of the “Hidden” partition is improved performance while the
client is online, and the minimization of network traffic.
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SYSFREEZER CLIENT IMAGES IN THE “HIDDEN" PARTITION
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Another aspect worth exploring is the concept of images and how they are managed by the
SysFreezer solution. Traditional imaging software stores images as Binary Large Objects
(BLOBs). BLOB:s are a collection of binary data stored as a single entity in a database. The
BLOBs main purpose is to store multimedia objects such as: images, videos and sound.
However, they can also be used to store programs and data.

An image is nothing more than a compressed list of pointers to the files located in the “Hidden”
partition; therefore, with SysFreezer, images have zero file content and are miniscule. To give
you a better understanding of that concept let us take Windows XP Professional SP3 environment
as an example: a “Hidden” partition needs only 1GB to offer support and recovery to 500GB of
hard disk space. This unique technology allows the SysFreezer Server Console to function
without a database to store clients’ images. In case of technical issues, the Server directs the
Client, through the images to properly engage the “Hidden” partition. This advanced concept
reduces network traffic, and quickly resolves PC’s technical issues.

REMOTE CLIENT INSTANT RECOVERY FUNCTIONS

System Bootup ::) SysReturn :; Windows
POST Pre-OS XP/Vista/Win7

After the step of BIOS POST is completed, SysFreezer’s PRE-OS engages and opens the
Windows OS. This sequence guarantees that all system operations are being monitored, while
running by SysFreezer. The monitoring allows SysFreezer to recover and protect the desktop PC
from any technical problems incurred during usage.

In comparison to other products SysFreezer does not put utility control into the BIOS or the
firmware of a PCI card. To do so creates a major disadvantage by not allowing flexibility and
compatibility support issues. For instance, new developing viruses are constantly attacking the
PC. Add to that a constantly developing and rapidly changing OS environment as well as the
need for constant system upgrades to stay one technological step ahead so that viruses can be
defeated and the latest applications can be installed on the PC. When using a PCI card or BIOS,
the remote client must first upgrade the PCI card and BIOS before upgrading or modifying the
PC. With SysFreezer there is no such need.

By taking control of the INTh13-Hard Disk interface control function during the BIOS boot-up,
SysFreezer Client makes it extremely easy to fix any problems during the PC’s boot cycle.
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System Bootup - POST

SysReturn Engine

- =

SysReturn Pre-O8

Windows XP/VistaWin7

CO-EXISTANCE WITH THIRD PARTY MANAGEMENT APPLICATIONS WITH ONE EXCEPTION

SysFreezer Client is designed to co-exist with and enhance a number of different desktop
management and developmental tools. LANDesk, Altiris Agent, Microsoft SMS, MSI and
Microsoft WSUS are all compatible with SysFreezer. Working in conjunction with these
programs, SysFreezer brings automated support, instant recovery capabilities, an added level of
policy control and compliance reporting to a higher plateau.

There is however one third party application that SysFreezer is incompatible with and that is
Faronic’s Deep Freeze software. SysFreezer will not work in conjunction with this software.

CREATING SYSFREEZER CLIENTS

SysFreezer was created with the IT professional in mind; as such, installation of SysFreezer
Client is adaptable to the needs and wants of the professional.

First, there are several methods of installing SysFreezer on Client PCs: using login script, creating
a SysFreezer Client setup installation shared folder on the network, using a third party imaging
solution, installation via USB or CD. Second, on the SysFreezer Client/Server Console remote
desktop PC’s, supported by SysFreezer, can be organized into groups by using the “Group”
function.

SERVER CONSOLE ARCHITECTURAL OVERVIEW

The Server Console is SysFreezer’s eyes and ears. It is the Server Console that makes
“centralized instant remote client management” possible.  Unlike any other application,
SysFreezer does not use the Web. Instead it works on a VPN setup to communicate outside of
the secured network environment; in addition, SysFreezer uses the reliable ultra VNC. The
Server Console provides nine control modules from which, “centralized instant remote client
management” proactive IT management can be deployed.
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Once communication is established via the VPN/VNC, SysFreezer Console uses a TCP/IP
protocol to dictate instructions to the Client. In order to achieve the highest quality of
communication, between Console and Client, certain ports need to be opened so that cross router
communication with remote client can be attained for true “centralized instant remote client
management solution” to occur. In a LAN/WAN environment this causes minimal impact on
network traffic.

SYSTEM REQUIREMENTS

SysFreezer Server Console may be installed on a Microsoft Windows XP Professional, Windows
2003 Server or Windows 2008 Server. The installation of SysFreezer is a simple and
straightforward task as long as the minimum system requirements (listed below) are met.

Server

e CPU: Intel or AMD with 2.00GHz or higher processor

e Memory: 2GB of DDR or higher (1GB min.)

e Hard Disk: 100GB preferred (However, can be installed on any hard disk with
at least 500MB of free space.)

e Optical Drive: DVD +/- RW dual layer burner

e Windows XP Professional SP3, Windows Vista, Win 7, Windows 2003 Server,
Windows 2008 Server
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e CPU: Intel Pentium IV or higher

e Memory: 512MB of RAM or higher

e Hard Disk: Minimum 10GB of free space
e Windows XP SP3, Vista, Win7

SYSFREEZER THE BEGINNING OF THE FUTURE

With the SysFreezer proactive style, the future of IT management is at hand. This style of IT
management provides the most efficient means for IT departments to “stay on top of the game”
and succeed in computer and business management. After reading what SysFreezer has to offer
the question is: Is your IT department going to remain reactive? Or, will you join the wave of the
future and be proactive? If you decide to take the route of the future and be proactive, we hope
that you will consider SysFreezer Network as your IT partner.

10
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System Requirements

SysFreezer V6.0 Console — Implementation Environment Requirement

A. Recommend Basic Hardware Requirement

Parameter Console Client

CPU Intel P4 (2.81GHz) or higher Intel Pentium 4 (1.60GHz) or higher

RAM Number of Remote Clients:
Under 1,000 PCs: 2GB RAM 512MB RAM or more
Add 1GB for every 500 PCs

Hard Drive Large Capacity 120GB or larger Minimum 40GB in size with at least
with at least 2GB free space 10GB free space

Network Card 100/1000 Mbps Fast Ethernet NIC 100 Mbps Ethernet NIC

Video Card Support 32bit color depth Support 32bit color depth

Sound Card No specific requirement No specific requirement

Others CD or DVD CD or DVD

B. Recommend Software Requirement

Parameter Console Client

Windows Server 2000/2003/2008 Windows Server 2000/2003/2008
Windows 2000 with SP4 Windows 2000 with SP4

Operating Windows XP, Windows 7 32/64Bit | Windows XP, Windows 7 32/64Bit

Systems Windows Vista 32/64Bit Series Windows Vista 32/64Bit Series
Note: (1) Due to the product is an instant recovery in nature, special
precautious steps and planning are required before the installation to Windows
Server. (2) SysFreezer 6.0 does not support Folder Non-Recovery Function in
Windows 2000 environment.
For Windows 2000: must install SP4 or above

Upgrade For Windows XP: must install SP2 or above
For Windows Vista: must install SP1

Network TCP/IP Protocol must be installed
Network Bandwidth: above 10MB

Internet Browser | IE6.0 or above

Note:

SysFreezer Client V6.0 supports IDE/EIDE/SCSI/SATA Hard Drive

SysFreezer Client V6.0 supports Hard Drive Size from 8GB to 2TB

11
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Pre-Installation Requirements

This chapter provides SysFreezer Console pre-installation criteria and it can be used as a check
list before IT administrator deploys SysFreezer Client in his network environment.

Please ensure computer system functions normally and meets the minimum system
requirement of SysFreezer Console in Chapter 2.

Please remove earlier version of SysFreezer Console, such as Version 3.0 or other
similar products from other vendors such as Faronics’ DeepFreeze, Fortres Grand
Clean Slate before install SysFreezer Console V6.0

Please perform virus scan to ensure computer is free from any adware, spyware and
virus before install SysFreezer Console V6.0

Please check computer BIOS settings and disable virus protection option in CMOS.

Please check computer BIOS and turn on remote WOL features if computer BIOS
supports such function

Please defrag computer hard drive before install SysFreezer Console V6.0

Please check computer network card and its connection to the network before install
SysFreezer Console V6.0

Please check Windows account login credential and make sure it has the local
administrator account or domain administrator account with software installation
privilege.

Please pre-determine SysFreezer Client V6.0 remote folder management function. If
administrator would like to use SysFreezer Console to perform remote folder
management function, the parameter settings in SysFreezer Console setup.cfg has to
be configured properly. (See Appendix A for reference)

Please assign a Static IP address to the SysFreezer Server Console.

How to Install SysFreezer Console

"I Note: Before install SysReturn Client, please check the pre-installation
requirements. SysReturn Console requires a static IP address assigned to the
system before install the program.

12
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The following procedures will guide you through how to install SysFreezer Console and this
installation procedure is for SysFreezer Server Console computer.

1. Insert the CD and Double click on Setup.exe and SysFreezer installation program will launch
the InstallShield Wizard which will guide you through the installation process.

B

Setup.cfg S

etup.exé

2. After Double click on Setup.exe (Executable Program) and you will see the following
“Welcome” screen, and then press Next to start the installation.

SysReturn Console 6.0.006(BUILD:188) - Installation Wizard ==

Welcome to uze SysHeturn Conzole

wizard will inz tum Consale on your computer. Flea

] ] Cancel

3. After reading the end-user license agreement, check I accept the terms of license agreement
and click Next to continue.
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4. Enter Customer Information and cliblext to continue.

5. Choose Destination Location for the program filed alick Next to continue.
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